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Risk Score is a metric that helps to estimate the chance that an address is related to illegal activity. The value
can range from 0% to 100%, where 0% means that the address is safe, and 100% means that the address is
involved in illegal activity. If the address belongs to an entity, its risk score is the same as the entity’s risk score.

This report should be read in full because any separate analysis of each of its parts can lead to erroneous
conclusions.

The Risk Score is not applicable in several cases:

®» Risk Score has not been calculated yet. It happens in cases when the address is new (it has transactions
only in the mempool or in a recently mined block).In such cases, Risk Score will be calculated soon.

® The address is too far from known entities. If the chain of transactions to any known entity is longer than
150, the entity will not influence the Risk Score. So if there are no known entities closer than 150
transactions away, the Risk Score will be n/a.c. The address does not transact with any addresses. It may
happen for example if an unknown miner has mined some coins and hasn’t sent them to anyone.

AMLBot identifies 21 Money Laundering (ML) Risk Sources:

@ ML risk 100%
1. Darknet Service - an organization that operates via darknets and offers illegal
services for cryptocurrency. The subtypes are Child Abuse, Terrorist Financing, Drug
Dealer.
2. Darknet Marketplace - an online marketplace which operates via darknets and is
used for trading illegal products for cryptocurrency.
3. lllegal Service - a resource offering illegal services or engaged in illegal activities.
4. Stolen Coins - the entities which have taken possession of someone else’s
cryptocurrency by hacking.
5. Ransom - extortioners demanding payment in the form of cryptocurrency. The
subtypes are Blackmail, Malware.
6. Scam - entities that have scammed their customers and taken possession of their
cry ptocurrency.
7. Mixing Service - a service for mixing funds from different sources to make tracing

them back harder or almost impossible. It is mostly used for money laundering.
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@ ML risk 75%

8. Gambling — an online resource offering gambling services using cryptocurrency.

9. Fraudulent Exchange — an exchange that was involved in illegal activity.

@ ML risk 50%

10. Exchange With Very High ML Risk — exchanges that don't use verification
procedures, or have requirements for certain countries only.

1. ATM - cryptocurrency ATM operator.

12. Exchange With High ML Risk - exchanges that allow the withdrawal of more than
$2000 in crypto daily without KYC/AML. (They still require KYC/AML for fiat withdrawal)
13. P2P Exchange With High ML Risk - P2P exchanges that allow the withdrawal of
more than $1000 in crypto daily without KYC/ AML.

@ ML risk 25%
14. Exchange With Moderate ML Risk — exchanges that allow the withdrawal of up to
$2000 in crypto daily without KYC/AML. (They still require KYC/AML for fiat withdrawal)
15. P2P Exchange With Low ML Risk - P2P exchanges that require KYC/ AML
identification for all deposits and withdrawals.

16. Online Wallet - a service for storage and making payments with cryptocurrency.

@ ML risk 0%
17. Exchange With Low ML Risk — exchanges that require KYC/AML identification for
any deposit or withdrawal.
18. Payment Processor — a service which acts as an intermediary between customers
and the company which provides services for making a payment.
19. Online Marketplace - an entity offering legal trading services for cryptocurrency.
20. Miner - an organization which utilizes its computing power for mining

cryptocurrency blocks.

No ML risk

21. Other — none of the specified types. The subtypes might be Faucet, ICO, etc.
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Disclaimer

This Report is information only and is valid on the date of its issuance.

AMLBot does not give any express or implied warranty to the validity of any Report after the date
of issuance of any Report.

AMLBot takes all steps necessary to provide an independent, up-to-date analysis and information
in the Report.

AMLBot is not liable for any changes in assumptions and updates to this report in the case of new
facts or circumstances occurring after the date of the Report or not known to AMLBot at the time
of generation of this Report.

Any decision taken by the recipient of this Report is made solely on their own risk. The liability of
AMLBot is hereby excluded to the fullest extent permitted by the applicable law.

The Report does not discharge any obligation of proper internal risk assessment and/or decision
making process.

Certain information, due to high risk (e.g. crime related), used for analysis, may not be able to be
disclosed to the recipient.

AMLBot services are provided to you “as is” and with all faults and defects without warranty of any
kind. To the maximum extent permitted under applicable law, AMLBot, on its own behalf and on
behalf of its affiliates and their respective licensors and service providers, expressly disclaims all
warranties, whether express, implied, statutory or otherwise, with respect to AMLBot services,
including all implied warranties of merchantability, fitness for a particular purpose, title and
non-infringement, and warranties that may arise out of course of dealing, course of performance,
usage or trade practice.

Without limitation to the foregoing, AMLBot provides no warranty or undertaking, and makes no
representation of any kind that the services will meet your requirements, achieve any intended
results, be comypatible or work with any other software, applications, systems or services, operate
without interruption, meet any performance or reliability standards or be error free or that any
errors or defects can or will be corrected.

To the fullest extent permitted by applicable law, in no event will AMLBot services, or any of its
respective service providers, have any liability arising from or related to your use of or Inability to
use the services for:

a) any act or alleged act, or any omission or alleged omission, that does not constitute wilful
misconduct by AMLBot, as

determined in a final, non-appealable judgment by a court of competent jurisdiction;

b) lost profits, cost of substitute goods or services, loss of data, loss of goodwill, business
interruption, computer failure or malfunction or any other consequential, incidental, indirect,
exemplary, special or punitive damages; or

c) direct damages in amounts that in the aggregate exceed the amount actually paid by you for
the services:

d) any third-party claims (whether based in statute, contract, tort or otherwise).

The foregoing limitations:

a) will apply whether such damages arise out of breach of contract, tort (including negligence) or
otherwise and regardless of whether such damages were foreseeable or AMLBot was advised of
the possibility of such damages; and

b) include any loss caused by the failure of the services to correctly identify participants in
blockchain transactions or the levels of any associated risks such as fraudulent activity, and you
acknowledge AND AGREE THAT YOU DO NOT RELY ON THE SERVICES FOR SUCH PURPOSES.



